ATTACHMENT B  DATA REQUIREMENT DOCUMENTS

B.1  Background

Table B.1 identifies the data requirement documents (DRD) for this RFP. Centers/Enterprises will define any additional reporting requirements during DOSP.

Table B.1  DRD Listing

DRD NO.�SECTION�   DRD TITLE��ODIN-1�C.5.6.4�   Asset Reporting Requirements��ODIN-2�C.6�   Performance Metrics��ODIN-3�C.8.3�   Sensitive Information Report��ODIN-4�C.10�   Emergency Preparedness Plan��ODIN-5�C.5.2�   Telephone Directory��

�

�

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION



GODDARD SPACE FLIGHT CENTER

GREENBELT, MD 20771�

DATA

REQUIREMENT

DESCRIPTION�

1. RFP #:  ODIN



2. DRD #:  ODIN-1        Page 1 of 1���

3. TITLE:   ASSET REPORTING REQUIREMENTS�����

SUBMITTAL REQUIREMENTS�����

4. TYPE:    �

5. FREQUENCY OF SUBMISSION:   Periodically����

6. DISTRIBUTION:  DOCO & DOCOTR�

7. INITIAL SUBMISSION:   DOSP +  3 months����

8. REMARKS:  



The Contractor shall provide electronic access to its database information and allow the information to be downloaded.�����

DATA REQUIREMENT DESCRIPTION�����

9. USE:  



Asset tracking, analysis and strategic planning��

10. REFERENCE:  C.5.6.4�����

11. INTERRELATIONSHIP:

C.5.6.1 & C.5.6.3���

12. PREPARATION INFORMATION:�

The Contractor shall submit electronically any periodic reports it generates for its own internal use in managing this requirement.



At the end of the contract, this information shall be provided on electronic media.
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DATA

REQUIREMENT

DESCRIPTION�

RFP #: ODIN



2. DRD #:  ODIN-2  Page 1 of 1���

3. TITLE:   PERFORMANCE METRICS�����

SUBMITTAL REQUIREMENTS�����

4. TYPE:   

�

FREQUENCY OF SUBMISSION:  �Level 1 & 3 Metrics - Monthly �Level  1,2  & 3 - Continuous electronic access ����

6. DISTRIBUTION:  DOCO & DOCOTR�

7. INITIAL SUBMISSION:   DOSP + 1 month and monthly thereafter����

8. REMARKS:  �The Contractor shall provide, maintain, and execute the tool(s) required to capture all metrics.  However, the Government requires the right to access the tools on request.�����

DATA REQUIREMENT DESCRIPTION�����

9. USE:  



Evaluate the service performance and time based trends.��

10. REFERENCE:  C.6�����

11. INTERRELATIONSHIP:

F.1.1, F.1.2, & F.1.3���

PREPARATION INFORMATION:



LEVEL 1 METRICS: The Contractor shall calculate and report service delivery, availability, and customer satisfaction metrics for each functional area. The functional areas include Desktop User services, Phone service Fax service, Local Video service Administrative Radio service, and Public Address service. The Contractor shall use the same information to create and report quarterly and annual roll-ups. 



LEVEL 2 METRICS: Contractor specific metrics will augment or provide greater detail than Level 1 metrics and identify key specific areas of interest (such as the measurement of proactive, vendor discovered versus user discovered, problems).  These metrics will be specified by the Contractor and will be used to augment, validate, and ensure the completeness of the Level 1 metrics; however, regular reporting of contractor specific metrics to the Government is not required.  These metrics shall also be used to ensure the impartiality, effectiveness, and consistency of the overall metric gathering and reporting process. 



LEVEL 3 METRICS: The Contractor shall create a set of metrics, comprised of the previously reported Level 1 and contractor specific metrics, which will allow for the evaluation of time based trends. These metrics will illustrate ODIN service level trends over the previous three month or greater period.  
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DATA

REQUIREMENT

DESCRIPTION�

RFP #:  ODIN



DRD #: ODIN-3   Page 1 of 1���

3. TITLE:   SENSITIVE INFORMATION REPORT�����

SUBMITTAL REQUIREMENTS�����

4. TYPE:    �

5. FREQUENCY OF SUBMISSION:      As Necessary����

DISTRIBUTION:  

DOCO and DOCOTR, the NASA system owner, and the NASA information owners�

7. INITIAL SUBMISSION:   �Immediately if an incident occurs or DOSP + 1 month ����

8. REMARKS:  

The Contractor shall perform an assessment to determine position sensitivity and management controls to prevent the individuals in these positions from bypassing controls and processes such as individual accountability requirements, separation of duties, access controls, and limitations on processing privileges. The Contractor shall also conduct initial risk assessments, document the results, and maintain IT Security Plans.�����

DATA REQUIREMENT DESCRIPTION�����

9. USE:  �Ensure the personnel with access to sensitive information have appropriate security clearance; Analyze system vulnerability and document risk mitigation plans.��

10. REFERENCE:     C.8.3�����

11. INTERRELATIONSHIP:

C.8.5���

12. PREPARATION INFORMATION:



Position sensitivity assessments will be forwarded to the Contracting Officer or COTR, the NASA system owner, and the NASA information owners for a determination of personnel suitability requirements for individuals assigned to the positions.  Ongoing re-evaluations of the positions and suitability requirements will be necessary during the life of the contract as positions and assignments change.

The Contractor shall conduct initial risk assessments, document the results, and maintain IT Security Plans in accordance with the IT security requirements in effect at the Center at which the system is operated.

The Contractor shall promptly report to the Center Information Technology (IT) Security Manager any suspected computer or network security incidents occurring on any systems.

The Contractor shall update the risk assessments and IT Security Plans (within 30 working days) and shall make appropriate risk reduction recommendations to the NASA system owner and the NASA information owners (within 5 working days).

The Contractor shall identify, track, and report the number of occurrences that the Contractor enhanced or regular administered system has been "illegally" entered, and the number of occurrences of unauthorized access or denial of service attack.
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DATA

REQUIREMENT

DESCRIPTION�

RFP #: ODIN



2. DRD #:  ODIN-4    Page 1 of 1���

3. TITLE:   EMERGENCY PREPAREDNESS PLAN

�����

SUBMITTAL REQUIREMENTS�����

4. TYPE:    �

5. FREQUENCY OF SUBMISSION:   Annually ����

6. DISTRIBUTION:  DOCO & DOCOTR�

7. INITIAL SUBMISSION:    DOSP + 1 month ����

8. REMARKS:  

The Contractor shall develop procedures and implementation plans to ensure that IT resources are protected and that acts of nature have been considered.  Center specifics will be provided at DOSP.�����

DATA REQUIREMENT DESCRIPTION�����

9. USE: ��Safeguard IT resources against natural threats and hazards. ��

10. REFERENCE:    C.10�����

11. INTERRELATIONSHIP:

���

PREPARATION INFORMATION:



Address potential life threatening or property damaging emergencies.



Identify core critical systems.



Define procedure to ensure equipment and data protection and the restoration in a timely manner.�

Define procedure for personnel notification of protection of equipment in case of emergency. 
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DATA

REQUIREMENT

DESCRIPTION�

RFP #:  ODIN



2. DRD #:  ODIN-5    Page 1 of 2���

3. TITLE:   TELEPHONE DIRECTORY

�����

SUBMITTAL REQUIREMENTS�����

4. TYPE:    

�

5. FREQUENCY OF SUBMISSION:   Annually����

6. DISTRIBUTION:  



One hardcopy telephone directory per phone instrument.�

7. INITIAL SUBMISSION:   ��Specified at DOSP����

8. REMARKS:  



The contractor shall provide electronic access (such as an X.500 service) to its telephone directory and produce a 

Telephone book annually. 

�����

DATA REQUIREMENT DESCRIPTION�����

9. USE:  



Personnel locator service.��

10. REFERENCE:  

�C.5.2�����

11. INTERRELATIONSHIP:

���

12. PREPARATION INFORMATION:�

The Telephone directory shall include the following information:



An alphabetical section, containing:

Telephone extension

Name

Building

Room number

Company name

Voice mail indicator

Mail code

Contractor/civil service indicator

E-mail address

Pager number
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DATA

REQUIREMENT

DESCRIPTION�

RFP #:  ODIN



2. DRD #:  ODIN-5       Page 2 of 2���

3. TITLE:   TELEPHONE DIRECTORY�����

DATA REQUIREMENT DESCRIPTION�����

12. PREPARATION INFORMATION (cont.):



An organizational section, including the following for all managers and their secretaries:

Full name

Official title

Building

Room number

Telephone extension.

A listing, to be used in emergency situations, of the following telephone numbers:

Emergency number

Fire department

Ambulance service

Security

Utilities

Safety

Hazardous material disposal

Facilities

A table of contents.

General information concerning use of the telephone, voice mail, video and voice teleconference systems, and how to submit telephone changes.

A listing of official NASA addresses and contacts.

A listing of corporate representatives and addresses, as well as a listing of contractor abbreviations.

A listing detailing how to contact the Inspector Generalís office.

A map of telephone area codes for the U.S.

A pictorial organizational chart of Center senior staff.

A listing of Center safety representatives by Center organization.

A business directory section of Center services provided (yellow pages).

A listing of conference and video teleconference rooms, including the following:

Building and room number

Telephone extension

Room seating capacity

Telephone number, name, and organization code of contact for room reservations.

A listing of fax machines available

Building

Room

Telephone extension

Name and telephone extension of contact for each machine.

 A map showing location of buildings at the Center.

16) Additional pages as approved by the DOCOTR�����



End of Attachment B
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