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	OMB Approval #:  2700-0042

           

	amendment of solicitation/
	1.  CONTRACT ID CODE
	PAGE OF PAGES

	modification of contract 
	

	1
	  3

	2.  AMENDMENT/MODIFICATION NO.
	3.  EFFECTIVE DATE
	4.  REQUISITION/PURCHASE REQ. NO.
	5.  PROJECT NO. (If applicable)

	Nine
	2-25-02

	N/A

	


	6.  ISSUED BY
	CODE
	211

	7.  ADMINISTERED BY (If other than Item 6)
	CODE
	211


	NASA/Goddard Space Flight Center

Karen M. Smith

Code200.3

Greenbelt, Maryland  20771



	


	8.  NAME AND ADDRESS OF CONTRACTOR (No., street, county, State, and Zip Code)

	Mr. Tom Arnsmeyer

FDC Technologies, Inc.

2455 Sunrise Valley Drive

Herndon, VA 20171


	CODE
	

	FACILITY CODE
	


	(x)
	9A.  AMENDMENT OF SOLICITATION NO.
	9B.  DATED (SEE ITEM 11)

	

	

	


	
	10A.  MODIFICATION OF CONTRACT/ORDER NO.
	10B.  DATED (SEE ITEM 13)

	X

	NAS5-98143

	         June 22, 1998


	11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

	
	

	The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers
	


	is extended,
	

	is not extended.

	Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:

	
	
	

	(a) By completing Items 8 and 15, and returning
	

	copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offor

	submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGEMENT TO

	BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF

	YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram

	or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

	12.  ACCOUNTING AND APPROPRIATION DATA (If required)

	B/NC: 038    PPC: BX


	13.  THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS,

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.(x) 

	(x)
	A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO:  THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

	

	CONTRACT ORDER NO. IN ITEM 10A.

	
	B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,

	

	Appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

	
	C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:



	X
	52.212-4, Contract Terms and Conditions – Commercial Items, paragraph (C), Changes

	
	d.  OTHER (Specify type of modification and authority)

	 
	

	
	
	
	
	
	
	

	E.  IMPORTANT:  Contractor
	 
	is not,
	x
	is required to sign this document and return
	3

	copies to the issuing office.

	

	14.  description of amendment/modification (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

	The purpose of this modification is to incorporate contract clause 1852.204-76 Security Requirements for Unclassified Information Technology Resources (Modified) (see page 2).  If there are any conflicts between this clause and the current IT Security clauses, this clause takes precedence.


	Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

	15A.  NAME AND TITLE OF SIGNER (Type or print)
	16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

	

	         Karen M. Smith


	15B.  CONTRACTOR/OFFEROR
	15C.  DATE SIGNED
	16B.  UNITED STATES OF AMERICA
	16C. DATE SIGNED

	
	

	
	

	 BY
	

	
	

	(Signature of person authorized to sign)
	
	(Signature of Contracting Officer)
	

	NSN 7540-01-152-8070

PREVIOUS EDITION UNUSABLE
	30-105
	STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243


A.  C.8.7 Security Requirements for Unclassified Information Technology Resources (1852.204-76) (July 2001) Modified
  (a) The Contractor shall be responsible for Information Technology security for all systems managed by the ODIN Contractor that are connected to a NASA network or operated by the Contractor for NASA, regardless of location. This clause is applicable to all or any part of the contract that includes information technology resources or services in which the Contractor must have physical or electronic access to NASA’s sensitive information contained in unclassified systems that directly support the mission of the Agency. This includes information technology, hardware, software, and the management, operation, maintenance, programming, and system administration of computer systems, networks, and telecommunications systems.   Examples of tasks that require security provisions include: 

(1)  Computer control of spacecraft, satellites, or aircraft or their payloads;

(2) Acquisition, transmission or analysis of data owned by NASA with significant replacement cost should the contractor’s copy be corrupted; and

     (3)  Access to NASA networks or computers at a level beyond that granted the general 

public, e.g. bypassing a firewall.

(b) The Contractor shall provide, implement, and maintain an IT Security Plan for each awarded Delivery Order. If the awarded Delivery Order encompasses multiple computer systems, the IT Security Plan shall include appropriately detailed and defined system-level security plans. This plan shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract.  The plan shall describe those parts of the contract to which this clause applies. The Contractor’s IT Security Plan shall be compliant with Federal laws that include, but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.) and the Government Information Security Reform Act of 2000. The plan shall meet IT security requirements in accordance with Federal and NASA policies and procedures that include:  

     (1)  OMB Circular A-130, Management of Federal Information Resources, Appendix III,

Security of Federal Automated Information Resources; 

     (2)  NASA Procedures and Guidelines (NPG) 2810.1, Security of Information Technology; 

and

     (3)  Chapter 3 of NPG 1620.1, NASA Security Procedures and Guidelines.

  (c) Within (to be defined by each Delivery Order)___days after delivery order  award, the contractor shall submit for NASA approval an IT Security Plan.  This plan must be consistent with and further detail the approach contained in the offeror's proposal or sealed bid that resulted in the award of this contract and in compliance with the requirements stated in this clause.  The plan, as approved by the Contracting Officer, shall be incorporated into the delivery order(s) as a compliance document.

  (d)(1) Contractor personnel requiring privileged access or limited privileged access to systems operated by the Contractor for NASA or interconnected to a NASA network shall be screened at an appropriate level in accordance with NPG 2810.1, Section 4.5; NPG 1620.1, Chapter 3; and paragraph (d)(2) of this clause. Those Contractor personnel with non-privileged access do not require personnel screening. NASA shall provide screening using standard personnel screening National Agency Check (NAC) forms listed in paragraph (d)(3) of this clause, unless contractor screening in accordance with paragraph (d)(4) is approved. The Contractor shall submit the required forms to the NASA Center Chief of Security (CCS) within fourteen (14) days after contract award or assignment of an individual to a position requiring screening.  The forms may be obtained from the CCS. At the option of the government, interim access may be granted pending completion of the NAC. 

(2) Guidance for selecting the appropriate level of screening is based on the risk of adverse impact to NASA missions.  NASA defines three levels of risk for which screening is required (IT-1 has the highest level of risk):

 (i)  IT-1 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause very serious adverse impact to NASA missions. These systems include, for example, those that can transmit commands directly modifying the behavior of spacecraft, satellites or aircraft.

(ii) IT-2 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause serious adverse impact to NASA missions. These systems include, for example, those that can transmit commands directly modifying the behavior of payloads on spacecraft, satellites or aircraft; and those that contain the primary copy of “level 1” data whose cost to replace exceeds one million dollars.

(iii) IT-3 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause significant adverse impact to NASA missions. These systems include, for example, those that interconnect with a NASA network in a way that exceeds access by the general public, such as bypassing firewalls; and systems operated by the contractor for NASA whose function or data has substantial cost to replace, even if these systems are not interconnected with a NASA network.

       (3)  Screening for individuals shall employ forms appropriate for the level of risk as follows:

(i) IT-1:  Fingerprint Card (FC) 258 and Standard Form (SF) 85P, Questionnaire for  Public Trust Positions (Information regarding financial record, question 22, and the Authorization for Release of Medical Information are not applicable);  

(ii) IT-2:  FC 258 and SF 85, Questionnaire for Non-Sensitive Positions; and

           (iii) IT-3:  NASA Form 531, Name Check, and FC 258.

 (4) The Contracting Officer may allow the Contractor to conduct its own screening of individuals requiring privileged access or limited privileged access provided the Contractor can demonstrate that the procedures used by the Contractor are equivalent to NASA's personnel screening procedures.  As used here, equivalent includes a check for criminal history, as would be conducted by NASA, and completion of a questionnaire covering the same information as would be required by NASA.

(5) Screening of contractor personnel may be waived by the Contracting Officer for those individuals who have proof of --

  (i)  Current or recent national security clearances (within last three years);


(ii) Screening conducted by NASA within last three years; or


(iii) Screening conducted by the Contractor, within last three years, that is equivalent to the NASA personnel screening procedures as approved by the Contracting Officer under paragraph (d)(4) of this clause.

  (e) The Contractor shall ensure that its employees, in performance of the contract, receive annual IT security training in NASA IT Security policies, procedures, computer ethics, and best practices in accordance with NPG 2810.1, Section 4.3 requirements.  The contractor may use web-based training available from NASA to meet this requirement.

 (f) The Contractor shall afford NASA, including the Office of Inspector General, access to the Contractor’s and subcontractors’ facilities, installations, operations, documentation, databases and personnel used in performance of the contract. Access shall be provided to the extent required to carry out a program of IT inspection, investigation and audit to safeguard against threats and hazards to the integrity, availability and confidentiality of NASA data or to the function of computer systems operated on behalf of NASA, and to preserve evidence of computer crime. Access by the Government will be limited to facilities, installations, etc. related to performance of this contract.

  (g) The Contractor shall incorporate the substance of this clause in all subcontracts that meet the conditions in paragraph (a) of this clause.

(End of clause)

B. Contractor’s Statement of Release of Claims: In consideration of this modification agreed to herein as complete equitable adjustment for the performance of necessary work when ordered, the Contractor hereby releases the Government from any and all liability under this contract for further equitable adjustments attributable to such facts or circumstances giving rise to these services.

C. All other terms and conditions of the Contract remain unchanged.
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